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What is release of information?
Medical documents and records contain confidential patient 
information, and there are some instances when that protected 
health information (PHI) needs to be released to verified  
parties or sources. Providing this information to an authorized 
individual or organization is done through a process referred  
to as release of information (ROI).

Why is ROI important?
In the healthcare ecosystem, sharing healthcare information  
is essential for providing high-quality, cost-effective, and  
safe healthcare. It also plays a key role in medical billing,  
reporting, research, and other functions. This release of  
information must be complete, accurate, and timely to  
fulfill its intended purpose.1

ROI, performed correctly, ensures a patient’s data is securely 
managed and shared. 

And, in today’s environment – with identity theft concerns, the 
rise of nomadic lifestyles, and patients taking a more active role 
in their healthcare – securely and quickly exchanging medical 
information is more important than ever.

As patients change healthcare providers, it is vital that their 
health information be well documented and shared with the 
new providers to ensure proper continuity of care. Diagnoses 
and medication history, especially, are critical to help providers 
care for their patients.2

How does HIPAA affect ROI?
The transfer of protected health information is governed  
by the Health Insurance Portability and Accountability Act  
of 1996 (HIPAA). 

HIPAA was enacted into federal law to ensure that patient 
medical data remains private and secure. The regulation 
requires all healthcare providers and organizations to have a 
system in place to track the release of PHI.

There are two main sections of the law: the Privacy Rule and 
the Security Rule, discussed next.3 

Failure to comply with these laws can result in significant  
consequences, ranging from fines to jail time.
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As a result of the digital landscape in which we 

live, the demand for health information requests 

with rapid turnaround time has risen exponen-

tially. Digital release of information (ROI), which 

involves utilizing technology to request and 

release health information, makes it possible  

to exceed the expectations of patients,  

requesters, and providers.
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HIPAA Privacy Rule
The Privacy Rule established, for the first time, a set of national 
standards for the protection of certain health information. 
These standards address the use and disclosure of individuals’ 
health information, as well as standards for individuals’ rights 
to understand and control how their health information  
is used.4 

The Rule identifies 18 elements that are considered PHI.  
These identifiers include demographic and other information 
relating to the past, present, or future physical or mental health 
or condition of an individual, or the provision of healthcare to 
an individual.3

The HIPAA Privacy Rule also provides protection on a variety  
of fronts, including:5

• Giving patients more control over their health information

• Setting boundaries on the use and release of health records

• Establishing appropriate safeguards that healthcare  
providers and others must follow to protect the privacy  
of health information

• Holding violators accountable, with civil and criminal penal-
ties to be imposed when patients’ privacy rights are violated

• Striking a balance when public responsibility supports  
disclosure of some forms of data – for example, to protect 
public health

• Enabling patients to find out how their information may  
be used, and about certain disclosures of their information 
that have been made

• Generally limiting release of information to the minimum 
reasonably needed

• Generally giving patients the right to examine and obtain a 
copy of their own health records and request corrections

A major goal of the Privacy Rule is to assure that individuals’ 
health information is properly protected while allowing the 
flow of information needed to provide quality healthcare.4  
This protection allows patients to make informed choices when 
seeking care and reimbursement for care, while keeping in 
mind how their personal health information may be used.

In the past, healthcare workers often collected patient data for 
research and usually only omitted the patients’ names. This is 
no longer permitted; now, any PHI that can identify a patient 
or the patient’s relatives, employers, or household members, 
must be removed before being used for research.3

Minimum necessary standard

One significant piece in the Privacy Rule is the minimum nec-
essary standard, which requires the person using, disclosing, 
or requesting PHI to make reasonable efforts to limit the PHI 
to only that which is necessary to accomplish the intended 
purpose. Each person is permitted to access and use only the 
minimum patient information necessary to do his or her job.7 

HIPAA Security Rule

The second section of the HIPAA law is the Security Rule, which 
defines the standards for protecting electronic protected health 
information (ePHI). Security is the ability to control access to 
electronic information and to protect it from accidental and 
intentional disclosure to unauthorized persons and from alter-
ation, destruction, or loss. The Rule’s standards include admin-
istrative, technical, and physical safeguards designed to protect 
the confidentiality, integrity, and availability of ePHI.7 

Establishing these standards was necessary because of the 
growth in the electronic exchange of PHI. The standards 
mandated in the Security Rule protect an individual’s health 
information, while permitting the appropriate access and use 
of that information by healthcare providers, clearinghouses, 
and health plans.8

Types of protected health information
HIPAA also specifies the type of health information that  
is considered protected, including:9

• Information doctors, nurses, and other healthcare  
providers put in a medical record

• Conversations a doctor has about a patient’s care  
or treatment with nurses and other professionals

• A patient’s billing information

• Most other health information held by any person  
that provides physical or mental health treatment

This protected information can take several forms,  
including electronic, paper, or oral. 

However, in some cases, protected information can be  
disclosed without a patient’s specific authorization. This most 
commonly occurs when medical care providers release infor-
mation to other providers and entities who are participating 
in a patient’s care and to businesses that provide services for 
those providers. For example, physicians do not need a specific 
authorization to share information with providers they consult, 
with labs performing medical testing, or with a billing service 
that prepares the physicians’ bills. Businesses that provide  
services to medical care providers have to agree to protect  
the patient’s information according to HIPAA standards.  
This agreement is documented in a HIPAA business  
association agreement.10
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Common ROI requests
Medical information sharing like these examples happens  
every day. Some of the most common reasons for an  
ROI request include:

• Continuation of care or transfer from one medical  
provider to another

• Life insurance applications

• Medical and/or health insurance billing

• Health study data research

• Legal proceedings

When can information be released without 
patient consent?

Emergency situations

Patients have the right to decide how and with whom their 
protected health information is shared. Providers must respect 
these decisions, and many states require individuals to  
complete paperwork stating who may or may not see their 
information. While providers generally follow their patients’ 
wishes, there are emergency situations when a provider may 
disclose relevant, protected health information to an outside 
party, including family members or law enforcement. These 
special circumstances include situations when a provider  
believes there is an imminent threat of harm to self or others – 
or where an individual is deemed incapacitated, lacking  
the ability to make one’s health decisions – and sharing  
information is in the best interest of the patient’s care.9

Government use

The U.S. Department of Health and Human Services is able  
to access medical records to audit for billing fraud, ensure  
compliance with the Medicare/Medicaid quality assurance 
rules, and to audit compliance with the HIPAA Privacy Rule.10

Insurance benefit administration

Insurance companies also have access to general health  
information, including what treatments a patient is given, 
diagnoses, medications, and summaries or discussions needed 
to justify billing or payment of services. Insurance companies 
do not have access to information about services not  
submitted to them or those paid for by the patient.9

Legal proceedings and public safety

Some state laws also allow for access to medical records in 
legal proceedings and for public health and safety. HIPAA 
allows reporting of communicable diseases, child abuse, violent 
injuries, and other mandatory public health reports, as well as 
information needed to prevent crimes by the patient. It also 
allows the discovery of information in legal trials when ordered 
by the court.10

When is patient consent needed  
to release information?
The Privacy Rule does not require a requester to voluntarily 
obtain patient consent for uses and disclosures of PHI for  
treatment, payment, and healthcare operations.6 

In the event that an organization requires PHI that is not  
needed for payment, treatment, or healthcare operations, then 
they must submit a HIPAA authorization form before any PHI 
can be disclosed. This is essential to both maintaining the  
privacy of patients and protecting the organization from 
potential HIPAA violations and fines.11

Instances that require a HIPAA authorization form include:11

• Disclosure of PHI to a third party for any reason other than 
treatment, payment, or healthcare operations

• PHI that may be used in marketing or fundraising efforts

• PHI being shared for research purposes

• Disclosure of psychotherapy notes

• PHI being disclosed or shared for monetary compensation

This HIPAA authorization form, when submitted and validated, 
provides the requester authorization. An authorization is a 
detailed document that gives requesters permission to use  
PHI for specific purposes.6

An authorization must include specific details about what PHI 
will be used and disclosed, the person authorized to make the 
request, the person to whom the information will be sent, an 
expiration date, and, in some cases, the purpose for which the 
information may be used or disclosed.6 

The process for release of information
Although it sounds like a straightforward request, there are 
more than 40 steps in the ROI process – each step having its 
own complexities and compliance risks.12

Some of the steps in this lengthy and detailed  
process include:13

1.	 Receipt of a request to access or obtain copies  
of a patient’s record

2.	 Confirmation that the provider treated this  
patient and that records are available

3.	 Logging of the request

Common ROI requests

Continuation of 
care or transfer 

from one medical 
provider to another

Life insurance
applications

Medical and/or health 
insurance billing

Health study data 
research

Legal proceedings
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4.	 Validation that the patient or patient’s representative  
authorized the request

5.	 Validation that the request contains all necessary elements

6.	 Rejection of an invalid request and logging of the  
rejection in the tracking system

7.	 Determination of the location(s) of requested information

8.	 Search for and retrieval of the information

9.	 Review of the record for the specific information requested

10.	Review of the record for specific documentation  
that should be excluded

11.	Preparation of the information as requested

12.	Provision of the information to the requester

13.	Logging of the completed request 

What are the challenges associated with ROI? 
While releasing information seems simple, the process is  
sometimes not executed well because of legal and medical 
complexities. And, when that happens, timely patient care, 
billing, reporting, and more can be adversely affected.

A few challenges to the release of information process are 
listed below.

Interoperability

As adoption of electronic health records increases, so do the 
access to health information and the possible uses of health 
data. The American Recovery and Reinvestment Act (ARRA) 
was enacted into law in 2009 in part to support and promote 
the adoption, implementation, and use of interoperable  
electronic health records, while establishing an overarching 
system of federal governance and oversight.14 

However, one of the biggest challenges ARRA has not  
addressed is the lack of interoperability and standardization. 
There are hundreds of different electronic health record (EHR) 
systems, each using its own set of standards. This makes it 
difficult for different systems to communicate with each other.

Differing organizational processes

The overall management of an organization’s health infor-
mation management processes is fundamental to ensuring 
confidentiality, security, and compliance when releasing PHI. It 
is crucial that an organization’s policies and procedures support 
the process of information disclosure and its oversight.1 Howev-
er, these processes can differ from organization to organization.

State vs. federal laws

Confusion also occurs when state laws differ from federal laws. 
There is no standard privacy law in use by all 50 states. State 
laws also vary in specificity and degree of patient privacy. Some 
states require that additional patient authorization be obtained 
prior to release, while some states do not.1

Subjective professional discretion

The term “professional discretion” is used throughout medical 
records regulatory law, especially pertaining to the rules sur-
rounding psychotherapy notes. Essentially, healthcare providers 
have professional discretion as to what information should or 
should not be released. Situations that involve family access to 
psychotherapy notes, law enforcement inquiries, and third- 
party requests are especially dependent on this discretion.2 

ROI best practices
Because the ROI process is complex, it is best for everyone 
involved to adopt certain best practices.

Some best practices for ROI include developing a clear and 
concise release plan – coordinating with other outsourced ROI 
service providers and stakeholders and regularly updating the 
released information.

In addition to these general recommendations, specific plans 
and processes should be established in the following areas:

• Quality control 

• Tracking, monitoring, and completing requests

• Turnaround time

• Workforce training

• Patient communication

Quality control

It’s impossible to have confidence about any process unless 
there are quality control measures in place. In the case of ROI, 
quality control must be comprehensive to include the release  
of information for any purpose. 

Appropriate quality control procedures should include:1

• Processing requests in terms of priority and efficiency

• Tracking and monitoring requests from receipt through final 
disposition, including any billing or charges for reproduction

• Completion of the request, including final review of  
health information

• Responsiveness to clinical need and regulatory guidelines  
in relation to turnaround time

The simplified ROI process

Recieve request, 
confirm records 
are available, 
log request, 

validate authorization 
and content 

Determine info
location, search

and retrieve info,
info review and 

recording

Review record of 
info request and 
verify exclusions

Preparation of 
requested info, 
provision of info 

to requester

Log completed 

Quality
control

Tracking, monitoring, 
and completing 
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Turnaround 
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Workforce 
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Patient 
communication
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• Monitoring of ROI processes when using an  
outsourced service

• Review of automated requests for access or release  
from electronic health record systems

• Review of automated fax numbers and e-mail addresses

These processes should be documented and should comply 
with all state and federal regulations that apply to disclosure  
of health information.1 

Tracking, monitoring, and completing requests

Managing a large amount of complex information and  
adhering to regulations are two of the many reasons it is  
important to monitor and track ROI requests with diligence.

Tracking ROI requests

All healthcare providers and organizations should create  
processes to track the following information:1

• Date and time a request is received

• Date the requested information is needed

• Requester name

• To whom the information is to be sent

• If a valid authorization is included, where applicable

• Patient legal name

• Medical record number

• Patient date of birth

• Date and time of request completion

• Method of delivery (electronic, mail, fax)

• Name of employee completing request

When requests are received, staff can also categorize requests 
by type, such as continuing care, third-party payer, legal, and 
research. As requests are received, staff should prioritize  
requests according to the date they are needed. It is essential 
to prioritize continuity of care requests to ensure other  
providers will have patient information when needed.  
Meaningful use, court orders, subpoenas, and audits all have 
legal and regulatory deadlines that must be met to avoid  
financial and criminal penalties.1

Many types of organizational systems may be used to track  
ROI requests – from a simple notebook, to a spreadsheet,  
to specialized ROI software. Manual logs are appropriate in  
organizations that have minimal ROI activity. 

ROI software is designed to facilitate tracking requests from 
receipt to completion. Software typically offers enhanced 
capabilities, such as monitoring staff performance, tracking 
turnaround times according to type of request, and more.  
ROI software also provides the ability to analyze data for  
reporting and evaluation purposes.1

Monitoring ROI requests

Healthcare providers and organizations should monitor several 
points of data: the completeness and accuracy of requests,  
the authority of requesters, the identity of patients, and the 
appropriateness of information requested.1

Request completeness and accuracy
Staff should ensure all requests contain all information required 
by their organizations and state and federal regulations.  
With the exception of medical emergencies, requesters should 
submit a written request for release of medical information. 
The request must include a valid and complete authorization 
according to HIPAA and any state laws. HIPAA requires  
authorizations to include specific information and specifies 
what would make an authorization invalid, such as an  
expiration date that has already passed or a revocation.1

Requester authority
Healthcare personnel must also verify the legal authority of  
the requester. Individuals and organizations must have legal 
standing to receive the information requested. To provide  
proof of legal authority, requesters may have to verify their 
identities, provide a witness signature or notary public seal on 
the request form, present evidence of the relationship between 
the requester and the patient (e.g., guardianship, conservator-
ship), or provide documentation from a court of competent  
jurisdiction. Some organizations may allow requesters to  
provide this information electronically through a secure portal.1

Patient identity verification
Staff must also verify the patient’s identity. A patient’s  
legal name, date of birth, sex, address, telephone number, 
guarantor, subscriber, next of kin, or Social Security number 
are key identifying data elements that assist in establishing 
the proper individual. When there are multiple patients whose 
demographic data is similar, staff should investigate further  
to confirm the patient’s identity.1

Requested information appropriateness
Providers must also verify the appropriateness of the  
information requested. The information to be released  
should be reviewed carefully to ensure:1 

• An authorization is not required by HIPAA or state law

• Only the minimum necessary information is provided

• The information complies with meaningful use regulations

ROI requests that pertain to behavioral health, substance abuse, 
genetic information, HIV, or adoption may be governed by strict-
er state and federal regulations and require special attention.1

One of the most common causes of a privacy breach is the  
release of PHI that is beyond what has been authorized. It is criti-
cal to perform a final review of all information being released.
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Completing ROI requests

Even after a request is complete, there are a few questions  
that should be asked to ensure proper quality control:1

• If a request could not be completed, was the  
request returned with an explanation of the additional  
information needed or required?

• If the request did meet all requirements, was the  
request completed according to the organization’s  
policies and procedures?

• Was the information sent only to the individual  
or entity specified in the authorization?

• Was the information that was released recorded  
for internal auditing?

• If a patient picked up the information in person,  
was that person’s identity verified?

Turnaround time

To ensure requests are completed in a timely manner, each  
organization must establish acceptable standards for turn-
around time. These standards should vary depending  
on the type of request. 

A request for information about a patient who is, at that  
moment, in the emergency room or a physician’s office neces-
sitates a much shorter turnaround time than a request needed 
for an appointment scheduled the following week or month.1

Each organization must set turnaround time expectations  
for the release of information and provide resources to meet 
those requirements. 

It is equally important that they measure compliance over time. 
Gathering and evaluating data on turnaround times by type of 
request provides the information needed to prove compliance.1

And, per the HIPAA Omnibus Rule, healthcare providers and 
organizations must complete requests for PHI within 30 days 
(or request an extension if applicable). The only exception 
to this rule is if state laws are more stringent, in which case 
requests must be completed according to those laws.15 

Workforce training

It is obvious that staff education, training, and engagement are 
critical to the success of the ROI process. All members of an or-
ganization – including employees, volunteers, trainees, and con-
tractors – need to know how to safeguard patient information. 

A comprehensive training program should include  
information on:16

• Each person’s roles and responsibilities in safeguarding  
patients’ health information and complying with  
HIPAA regulations

• An explanation of HIPAA and related policies

• Organizational procedures that track requests, monitor  
security, and dictate how to resolve privacy breaches 

Industry best practices recommend that, in addition to training 
of new hires, the entire workforce should be trained at least 
yearly and any time an organization modifies its policies or 
procedures, systems, infrastructure, etc. 

Patient communication

In this age of increasing cybersecurity attacks and identity 
theft, patients may be concerned about the confidentiality  
and security of the information contained in their electronic 
health records. 

It is important to have a system to protect the privacy and  
security of patient health information, and for staff to be 
knowledgeable about that system. 

Regular and substantive patient communication also helps 
alleviate patient concerns. When communicating with patients 
about health information security, keep these best practices  
in mind:16

• Notify patients and caregivers in a timely manner if a breach 
of unencrypted ePHI ever occurs. Include information on  
how the breach is being handled and what patients can do 
to protect themselves.

• Reassure patients that maintaining the security and  
confidentiality of their health information is a priority. 

• Educate patients about their health information rights,  
including their right to access or obtain a copy of their  
health records at any time.

• Explain to patients how their health information is used  
and may be shared outside your practice.

Also, consider the various languages, communication needs, 
and knowledge levels of different patients. Be prepared to 
discuss and answer the questions that concerned patients  
and their caregivers may have.16

It is likely that, in the future, an increasing number of  
patients will ask for their medical records, and some will  
request changes be made in their records. 

HIPAA meaningful use regulations address these occurrences:16 

• Patients can request access to their PHI in paper or electronic 
format. PHI held in an electronic health record should be 
made available to patients, upon request, within four  
business days of provider receipt of these records.

• Patients can request changes to the PHI in their records;  
this is called a “right to amend” per HIPAA. 

• A patient or patient representative can ask a provider to  
not share information with the patient’s insurance company 
if the service rendered has been paid for by the patient.  

While you are defining a process to provide patients with 
a copy of their medical information from electronic health 
records, it is also an opportune time to add procedures that 
allow patients to modify their health information, restrict  
disclosure, or obtain a report about prior disclosures.16
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Conclusion
The complexities of ROI require specialized systems with tools, 
comprehensive workflow, and quality checks that support 
the administration of health information management. This 
includes the ability to manage the ROI for each component  
of PHI and for each type of organization, such as hospitals,  
physician groups, imaging/radiology centers, labs, and 
third-party requestors.17 

Even excluding the continually changing regulations, handling 
medical records and patient information can be a daunting and 
time-consuming task. Outsourcing ROI processes with a health 
information management provider can help.

A health information management provider can help efficiently 
manage an organization’s workload while protecting patient 
healthcare data. Outsourcing ROI services enables healthcare 
entities to simplify and expedite health record access while 
increasing revenue – making it an option worth consideration.
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