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Laboratory - Certification

The OPC Certification Program’s primary goal is to
set the bar for the quality of OPC UA products re-
leased into the market with respect to their imple-
mentation of the OPC standards.

As a best practice, End-users and integrators should
demand vendors certify their OPC products for the
end-users’ maximum safety and infrastructure reli-
ability. Certification is best verified by an accredited
3rd party test lab. Products that passed testing by
independent certification laboratories are recogniz-
able by the “Certified” logo.

All recognized 3 party OPC test labs must be ac-
credited by the OPC Foundation and follow the de-
fined test process and test scenarios to guarantee
that the product complies with the following:

— Compliance to the OPC Specifications

— Interoperability with other vendors’ products
— Robustness and recovery from error conditions
— Efficiency of product under load

— Usability ensures a good user-experience
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TEST TOOLS AND QA

The OPC Foundation provides a series of test tools
to verify functionality of all of the OPC Foundation
defined interfaces. These test tools include not just
base OPC specification testing they also support
companion specification defined information model
testing and are available to all OPC Members. The
tools can be used in an automated build process or
interactively by a tester or developer. The OPC Com-
pliance Test Tool (CTT) implements over a thousand
test cases and provides a functional test with enor-
mous test coverage. The script based tool is always
being enhanced with new test cases to cover speci-
fication enhancements, new information model
specifications (Companion Specifications) and to
generally improve testing performance. Additionally it
can be extended with vendor specific/product spe-
cific test cases. The CTT is a test platform which can
be easily integrated into a company‘s automated
system and regression test environment.

»The Certification Program is a key benefit of the OPC Foundation membership.
Extensive functional testing with the CTT and interoperability testing in the lab has
helped us deliver a product of the highest quality.«

Paul Hunkar, Director of Certification, OPC Foundation
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lloT Starter Kit / OPC UA over MQTT
Simplified cloud connectivity example

Data Provider
e.g. Raspberry Pi

OPC UA Server
including

MqttAgent
Publisher

s

The lloT Starter Kit is an open-sources example to
demonstrate the cloud connectivity by using OPC
UA over MQTT. This project uses a simple architec-

ture which is consisting of a Data Provider, a MQTT
Broker and a Data Consumer.

— Data Provider (OPC UA Server and Publisher)
For demonstration and educational purposes, the
data provider can be hosted on a Raspberry Pi
and utilizing its GPIO interface to create real data.
If a GPIO is not available, the data will automati-
cally be simulated.

— MQTT Broker
OPC UA has no requirement on the used broker,
any MQTT broker can be utilized. This example
utilizes an open-source project called mosquito.

— Data Consumer
The Data Consumer is expected to be run on a
development platform and is also part of this proj-
ect. It uses the received messages to demon-
strate a set of use-cases by printing the informa-
tion in the command prompt.

OPC UA O

IIOT STARTER KIT
AVAILABLE

MQTT
Broker

Data Consumer

A \nitial SUbSCr/'b 5
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e.g. Windows/Linux System

MagttAgent

Subscriber

BINDING OPC UA
OVER MQTT

COVERED USE CASES

— Identification
— Automatic discovery of the publishers
— Including typical nameplate information

Detected Publisher (opcua/mydevice:one/identity).
Manufacturer: Arbutus Widgets Inc
ManufacturerUri: https://arbutus-widgets.com/
ProductinstanceUri: urn:mydevice:one:arbutus-
widgets.com:iot-starterkit: 123456789
Model: Roadrunner Detector
SerialNumber: 123456789
HardwareRevision: Model B Rev 1.2
SoftwareRevision: 1.00

— Optimized messages
— Publisher and subscriber know what data is
being sent and the semantics of it

{
“CycleCount”: 100,
“State”: false

— Highly interoperable payload
— Including classification
— Including semantics

QR Code:
https://github.com/OPCFoundation/
UA-lloT-StarterKit



OPC

From Data Access to Unified
Architecture

Available at

OPC Foundation only

Integration - Toolkits and Books

CODE AND ADVICE

The OPC Foundation initially developed three OPC
UA communication stacks (C, .NET and Java) in or-
der to ensure interoperability at protocol level. Al-
though members have access to the source code of
the stacks, it is recommended to use a commercial
toolkit in view of the fact that, in addition to the ac-
tual communication layer for OPC UA applications,
— especially for an OPC UA server — further specific
administrative functions have to be implemented.

In particular, commercial toolkits help by abstracting
and consolidating generic functions such as connec-
tion management, certificate management and se-
curity features. Using toolkits e.g. developer frame-
works offers vendors advantages for implementation
and time to market.

EXPERT KNOWLEDGE

A number of companies around the world offer com-
mercial support for the integration of OPC UA com-
munication technology in existing products and the
implementation of new products, ranging from ad-
vice and developer training to selling software librar-
ies and development support right up to long-term
support and maintenance contracts.

OPC Unified

Architecture

OPC Composition

Unified OPC UA:

Architecture The Basics

ISBN: 978-3540688983 ISBN: 978-1482375886

The developer frameworks e.g. toolkits are available
at attractive prices as binary “black box” compo-
nents or including complete source code. In addition
to the source code for the OPC UA stacks of the
OPC Foundation, commercial toolkits offer simplifi-
cations and convenience functions. The general
OPC UA functionality is encapsulated behind an API.
For this reason application developers do not need
detailed OPC UA expertise. A stable, tested library
enables them to focus on their own core compe-
tence.

QUALITY AND FUNCTION

OPC UA toolkits are used for a wide range of appli-
cation scenarios in industrial environments. For that
reason they are robust, certified, are being main-
tained and continuously enhanced. Toolkit providers
offer specialized and optimized developer frame-
works for various programming languages. Toolkits
differ in their OPC UA-specific functionality and in
terms of their application, use-case and operational
environment. All toolkits are offered with professional
support and development service. Further informa-
tion is available from toolkit manufacturers.

PRAXISHANDBUCH
OPC UA

GREWSLAGIN - IMPLIMENTIRUNG -
ACHREETUNG - FRAXIEHOISPAILD

OPC UA — Unified Praxishandbuch
Architecture: The Everyman’s  OPC UA:

Guide to the Most Important ISBN: 978-3-8343-3413-8
Information Technology in

Industrial Automation

FURTHER INFORMATION ABOUT TOOLKITS IS
— Matrikon, OPC-Labs, ProSys OPC, Softing Indus
Software Toolbox, Unified Automation GmbH

AVAILABLE FROM...
trial Automation GmbH,



Collaborations

The OPC Foundation closely cooperates with orga-
nizations and associations from various branches.
Specific information models of other standardization
organizations are mapped onto OPC UA and thus
become portable. The organizations define ,what*
shall be communicated. OPC UA delivers ,how*
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through its secure and effective transport and offers
access priviliges and generic interoperability. Thus
communication across branches and domains is
made possible without sacrificing particular, seman-
tic, branch-specific objects and types.
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COLLABORATIONS

40 Collaborations Overview

41 Overview — Domain Specific Information Models
42 Harmonization — What Problem is addressed?



OPC UA'COMPANION SPECIFICATIONS -

OVERVIEW

International Joint Collaboration Groups

Domain Specific Information Models

Generic Device Models:

Controller, Field
Device, Process Device

Manufacturing Devices:
Robots, Machines,
Machine Tools

Enterprise,
Asset Mgmt,
Packaging

— OPC 10000-100 — UA for Devices -
— OPC 10020 - UA for Analyzer Devices -
— OPC 30000 — UA for PLCs based on IEC 61131-3 -
OPC 30001 — UA for IEC 61131-3 Function Blocks -
OPC 30010 - UA for AutolD Devices -
— OPC 30081 — UA for Process Automation Devices (PA-DIM)—
OPC 30400 - UA for Cloud Library -
— OPC 30500 - UA for Laboratory & Analytical -
Device Standard (LADS)* -
— OPC UA for Analytical System Integration (CAISI)*
— OPC UA for Cloud Federation* -
— OPC UA for Global Positioning*
— OPC UA for Non-destructive Evaluation -
- OPC UA for Power Consumption Management* -
— OPC UA for Secure Elements -

Energy

OPC 10040 - UA for IEC 61850 —

Electrical Substation Automation (Release Candidate)
OPC 30020 - UA for MDIS

— OPC UA for Wind Power Plants (IEC61400-25)*
Power Consumption*

OPC UA for Carbon Capture, Storage and Reporting*
— OPC UA for Solar PV Operations and Maintenance
(SPOM)*

Building

— OPC 30030 — UA for BACNET (Release Candidate)

Miscellaneous

— OPC 30060 — UA for Tobacco Machines
— OPC 30200 — UA for Commercial Kitchen Equipment

* = in progress

OPC 30070-1 — UA for MTConnect, Part 1: Device Model
OPC 40001-1 — UA for Machinery — Basic Building Blocks
OPC 40001-2 — UA for Machinery — Process Values

OPC 40001-3 — UA for Machinery — Job Management
OPC 40001-100 — UA for Machinery — Result Transfer
OPC 40010 — UA for Robotics

OPC 40020 — UA for Cranes & Hoists

OPC 40083 - UA for Plastics Rubber — General Types
OPC 40077 — UA for Plastics Rubber —

Injection Moulding Machines to MES

OPC 40079 — UA for Plastics Rubber —

Injection Moulding Machines to Robot

OPC 40082-1...n — UA for Plastics Rubber — <device>
OPC 40084-1....n — UA for Plastics Rubber — Extrusion
OPC 40100 — UA for Machine Vision

OPC 40200 - UA for Weighing Technology

OPC 40210 - UA for Geometrical measuring Systems
OPC 40223 — UA for Pumps and Vacuum Pumps

OPC 40250 — UA for Compressed Air Systems

OPC 40301 — UA for Flat Glass Processing

— OPC 40400 — UA for Powertrain*

OPC 40444 — UA for Textile Testing Devices*
OPC 40450 - UA for Joining Systems Base
OPC 40451 — UA for Tightening Systems

— OPC 40501 — UA for Machine Tools

OPC 40502 - UA for Computerized

Numerical Control (CNC) Systems

OPC 40530 — UA for Laser Systems

OPC 40550 — UA for Woodworking Machinery
OPC 40560 — OPC 40569 — UA for Mining
OPC 40740 — UA for Process Air Extraction and Filtration
Systems (PAEFS)*

OPC UA for Cable Harness Manufacturing
OPC UA for High Pressure Die Casting®

OPC UA for Intralogistics Communication*
OPC UA for Surface Technology*

— OPC 10030 - UA for ISA-S95

— OPC 10031-4 — UA for ISA-95 Job Control

— OPC 30050 — UA for PackML (OMAC)

— OPC 30260 — UA for OpenSCS Serialization Model

— OPC 30261 — UA for OPEN SCS - Job Order Profiles
— OPC 40600 - UA for Weihenstephan Standards

— OPC UA for Asset Administration Shell - AAS*

— OPC UA for Mimosa CCOM*

Engineering

— OPC 30040 — UA for AutomationML
— OPC 30250 - UA for DEXPI

Field Device Integration

— OPC 30080 — UA for Field Device Integration (FDI)
— OPC 30090 — UA for Field Device Tool (FDT)

Field Communication

— OPC 30100 — UA for SERCOS Devices

— OPC 30110 — UA for POWERLINK

— OPC 30120 — UA for 10-Link Devices and l0-Link Masters

— OPC 30130 - UA for Control & Communication System
Profile (for Machine) CSP + (CCLink)

— OPC 30140 — UA for PROFINET

— OPC 30141 — UA for PROFlenergy

— OPC 30142 — UA for PROFINET Remote 10

— OPC 30143 — UA for PROFI-Encoder

— OPC 30144 — UA for PROFINET-GSD

— OPC UA for CIP Devices*
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Harmonizing OPC UA based Information Models

CHALLENGES ARE ADDRESSED

The general idea of OPC UA is to provide a commu-
nication infrastructure and generic information mod-
eling capabilities. Using the information modelling
capabilities, domain-specific information models can
be developed. Those can profit from the eco system
of OPC UA and do not need to reinvent the basics
including the communication infrastructure. This idea
has become very successful and a large variety of
so-called companion specifications have been de-
veloped and released, in addition to vendor-specific
information models.

The information modelling capabilities are quite pow-
erful and provide various concepts like defining data
types, variable types and object types, using meth-
ods, state machines, events, conditions and alarms.
This implies, that similar requirements can be mod-
elled differently, like transferring data in a method
call, using conditions with acknowledgment, or vari-
ables with structured data types.

But even, if two companion specifications implement
exactly the same requirement using exactly the same
modelling approach, from a client perspective they
look different as they are defined in different
namespaces.

The goal is to harmonize companion specifications in
a way that similar things are done in a similar way
and the same things are done exactly in the same
way (same types, same namespace).
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HARMONIZATION WORKING GROUP

The harmonization working group was founded in
2019 to address this problem. Over 120 members,
including representatives from the working groups
creating and maintaining companion specifications
and generally interested information modellers, are
working together. There is a regular monthly web-
meeting open for all members and various sub-
groups work on specific harmonization topics.

TASKS AND RESULTS

The harmonization working group fulfils various

tasks. In addition to the concrete subgroups ad-

dressing specific and larger problems, those tasks
include:

— Reviewing companion specifications to learn from
each other and potentially generalize common
modelling concepts. In this activity, sometimes
concepts of a companion specification are moved
either into the base specification or a more com-
mon specification like OPC 10000-100: Devices
or OPC 10000-200: Industrial Automation.

— Maintaining the template for companion specifica-
tions and making sure that it fits into the tool chain
of the OPC Foundation like the validator used to
check companion specifications and their consis-
tency with the UaNodeSet-file, a machine-read-
able representation of the information model.

— |dentifying topics for harmonization and either re-
solve them on the fly or form specific subgroups.
Several of those topics have been solved and
added to into the base specification or a more
common specification like OPC 10000-100: De-
vices or OPC 10000-200: Industrial Automation.

— Maintaining documents created by the Harmoni-
zation working group like
— OPC 10000-110:

Asset Management Basics (Specification)
— OPC 10000-200:
Industrial Automation (Specification)
— OPC 10000-210:
Relative Spatial Location (Specification)
- OPC 11020:
Companion Specification Template (Template)
- OPC 110830:
OPC UA Modelling Best Practices (Whitep.)



Cross domain harmonized
information models

OPC UA for Machinery

Companion Specifications
80 active Working Groups

Domain specific harmonized
information models

Interoperability

OPC Foundation
& all partners

Harmonizing more than
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Subgroups of the Harmonization working group

have addressed various topics, including:

— Application Hierarchies: Working on a whitepa-
per how to deploy OPC UA applications.

— Asset Management Basics: Addressed basic
use cases for asset management. Defined in OPC
10000-110 how to address those use cases,
sometimes by new types, sometimes referencing
existing concepts of the base specification and
OPC 10000-100 Devices.

— Base Network Model: Created a base model on
networks that was released as 10000-22: Base
Network Model, which is now maintained by the
core working group.

— Base Relationships between components:
Defined various common types of references and
refinement mechanisms in OPC 10000-23: Com-
mon ReferenceTypes, which is now maintained by
the core working group.

— Calibration Target Management: Created a
model on the management of calibration targets
that was released as part of OPC 10000-200: In-
dustrial Automation.

— Information Model Best Practice: Created the
whitepaper OPC 11030: OPC UA Modelling Best
Practices and is actively working on updates of
the whitepaper.

— Scheduler: Created an information model on
scheduling actions (like generating a report or
turning on the heating) which is published as OPC
10000-24: Scheduler, which is now maintained by
the core working group.

— StackLights: Created an information model rep-
resenting stack lights that was released as part of
OPC 10000-200: Industrial Automation.

— XML Data Type Mapping: Created a specifica-
tion that maps base data types of OPC UA and
XML bidirectionally and is almost finished.

— Relative Spatial Location: Created an informa-
tion model on relative spatial location that is pub-
lished as OPC 10000-210: Relative Spatial Loca-
tion.

OPC UA FOR MACHINERY

In addition to the Harmonization Working Group

hosted by the OPC Foundation, the VDMA address-

es in cooperation with the OPC Foundation the har-
monization of topics specific to the area of machin-
ery. Both working groups work strongly together and

move topics to the appropriate working group. As a

result of this activity, several specifications have been

released or are in the process of being created.

— OPC 40001-1 Machinery - Basic Building
Blocks: Addresses use cases like identification
of a machine and the components of a machine,
finding machines and their components in an
OPC UA Server, and monitoring the state of ma-
chines. The identification is based on identifica-
tion defined in OPC 10000-100: Devices and
specialized to the domain of machinery.

— OPC 40001-2 Machinery - Process Values:
Defines a model how to represent process values
including the monitoring with limits. Based on
OPC 30081 Process Automation Devices — PAD-
IM and OPC 10000-100: Devices.

— OPC 40001-101: Machinery - Result Transfer:
Provides mechanisms to transfer results that are
produced by a Server or its underlying system.
The characteristics of such results is to contain
meta data together with the individual results.

In addition, the group is working on topics like

— Job Management, based on 10031-4:
ISA-95-4 Job Control

— Power Consumption Management, as coop-
eration between OPC Foundation, VDMA, PNO,
and ODVA
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»OPC UA Strategies for Data-driven
Digital Transformation at Equinor«

Joao Pinheiro, Senior Technical Team Lead at Equinor

Equinor is an energy company of 21,000 colleagues committed to turning natural resources into energy in
more than 30 countries worldwide. Digitalization supports Equinor’s strategies and goals, which are to use
data to improve safety; reduce development and operating costs; increase recovery and discovery; and to

reduce greenhouse emissions.

EQUINOR’S CLOUD-BASED DATA PLATFORM

Equinor has created OMNIA, a cloud-based data
platform on Microsoft Azure, to support their digital
roadmap. Joao Pinheiro, Senior Technical Team
Lead at Equinor states, “The idea behind this plat-
form is to move from silos of data to one common
platform that orchestrates our data across the value
chain.” In the world of data-driven operations, he
goes on to say that, “data without any context is
quite useless. When you have data in context, you
have information, which can be used for analysis and
visualization.”

Sensors can provide value, quality, and timestamp;
but humans and software cannot know if the data is
related to a pump, a motor, a valve; or whether the
data point is related to hydrocarbons, upstream/in-
let, or downstream/outlet areas.

“The most powerful game-changer, to obtain con-
text, is OPC UA.” said Mr. Pinheiro”. It has the ability
to turn data into information. Its ability to standardize
on information across vendors and products, using
OPC UA companion specifications, results in in-
teroperability.” He continues, “OPC UA is supporting
Equinor in making real-time, contextualized data (in-
formation) available.”

OPC UA PROVEN IN-USE, AT SCALE

OPC UA has been implemented and proven in-use,
aboard Johan Sverdrup. This field is massive, pro-
ducing 30% of Norway’s total production, with OPC
UA being a central part of the digitalization strategy,
having 19 OPC UA servers aggregated into a sin-
gle, central OT/IT Gateway.

SOME METRICS

The Equinor OPC UA Template Library consists of 50
objects, 90+ classes, 920+ attributes, with the same
library being used across multiple assets, including
renewable energy projects.

Today, the OPC UA Server hosts almost one-million
tags, linked to Microsoft Azure.

The Equinor OPC UA Asset Structure has defined
over 31,000 pieces of equipment.
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EMBRACE OPENNESS AND GIVE BACK TO
THE COMMUNITY

Equinor utilizes and benefits from the OPC technol-
ogy community and, by open-sourcing Equinor’s in-
formation models, they give back to the community.
The information library is offered at no charge on
Github https://github.com/equinor/opc-ua-informa-
tion-models, and on the UA Cloud Library of the
OPC Foundation https://uacloudlibrary.opcfounda-
tion.org Equinor believes that being open is the key
to adoption and, that openness, is the spirit of
OPC UA.

Process Historians (“IMS”)
with related ecosystem

Real-time
embedded  Condition and
computers/ Performance

controllers  Monitoring Systems Secure Access

Solution

END USER BENEFITS

There are efficiencies gained in the exchange of data,
without needing human translation in the middle.
There’s an increase in the flexibility of the overall ar-
chitecture with easier replacement of components
(plug & produce), since the interfaces and informa-
tion are the same across vendors.

Furthermore, OPC UA is designed for use across in-
dustries making it seamless for a supplier to utilize
the same interface and the same information model
for myriad customers across various industrial sec-
tors.
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»OPC UA Enables Digital Transformation at

Groupe Renault«

Thierry Daneau, Product owner on Industrial data capture project, Groupe Renault

Groupe Renault is implementing OPC UA-enabled equipment at their 38 production sites worldwide, deploy-
ing secure, end-to-end OPC UA data communication from sensor, to machines, to cloud, and back again.
Already, OPC UA is deployed at 24 production sites on 7,000+ OPC UA-enabled devices, pushing 30,000

messages per second to Google Cloud.

OBJECTIVES ON THE PATH TO
DIGITALIZATION

In 2017, Renault experts defined five concrete objec-
tives for digital transformation of automotive produc-
tion for the entirety of Groupe Renault.

— A connected workforce

— Real-time data-driven operations

— Process 4.0

— Flexible supply chains and systems

— Complete traceability of components

The ambitious future scenario of M2M communica-
tion, cloud applications, Big Data, and machine
learning were as much a part of the vision as Al and
digital twins.

HURDLES ON THE PATH

TO DIGITALIZATION

Challenges arise with the lack of interoperability be-
tween systems. Highly specialized production sys-
tems are used in the automotive industry, including
different assembly systems, maintenance systems,
test systems, automatic welding machines, and in-
dustrial robots, with some legacy systems in use
since the 1980s.

Interoperable interfaces have now been integrated
and a uniform data structure developed so that pro-
duction can access standardized data. Groupe Re-
nault built the digitalization of production on the foun-
dation of OPC UA technology and the OPC UA-based
Companion Specifications.




WHAT MAKES OPC UA SO EFFICIENT?

The architecture is platform and manufacturer inde-
pendent. OPC UA is the uniform, global standard for
bidirectional information exchange. This standard
enables transmission of machine data, including the
semantic description of that data.

OPC UA: AN INTERNATIONAL STANDARD FOR
THE AUTOMOTIVE INDUSTRY

Groupe Renault is continuing to drive the integration
of OPC UA interfaces in automotive manufacturing.
The “Connected Plant” project uses OPC UA in ma-

chining equipment, lathes, and miling machines,
among others. An increasing number of suppliers are
integrating OPC UA interfaces into equipment and
on-board software.

GROUPE RENAULT’S VISION:

An international, industrial communication standard
based on OPC UA for car manufacturers and their
suppliers, with uniform data models.




B% Microsoft Azure

View complete version

»OPC UA Optimizes Production of Laundry
Washing Machines at Miele«

Christian Stickling, Information Technology in Appliance, Miele

Miele is the world’s leading supplier of premium domestic appliances, as well as appliances for commercial
use. Miele also produces cleaning, disinfection, and sterilization equipment for medical facilities and labora-
tories. Founded in 1899, employing over 21,000 people worldwide, and represented in almost 100 countries,

Miele garners annual sales of EUR 4.5 billion.

WHY DOES MIELE RELY ON PRODUCTION
COMMUNICATION WITH OPC UA?

“OPC UA is the communication protocol for Industry
4.0, with cross-manufacturer and cross-platform
use. OPC UA has the crucial advantage that com-
munication follows a uniform format, being robust
and secure with OPC UA interfaces,” says Christian
Stickling, Information Technology in Appliance, Miele.

CAN EXISTING SYSTEMS BE UPGRADED

TO OPC UA?

“The uniform interfaces can be used for different sys-
tems, which is a great advantage for existing produc-
tion lines. Consequently, the time required for adap-

tations or the integration of devices and systems is
significantly reduced.

Our greatest advantage is that 100% of Miele’s sup-
pliers now provide OPC UA-compliant products with
OPC UA interfaces in machines and controllers.”

KEYWORDS: ‘DATA SECURITY’

“The high security level of OPC UA is a main factor
for Miele. Communication with OPC UA works ac-
cording to the principle “secure by default”. All data
is encrypted and transmitted securely. Under these
security standards, our Laundry Business Unit as-
sets and production data are transferred to Micro-
soft’s Azure Cloud.”




MANUFACTURING WASHING MACHINE
AGGREGATES WITH OPC UA

In 2018, Miele chose to rely on OPC UA in the press
shop and body shop to produce sheet steel compo-
nents for washing machines.

In subsequent production steps, including welding,
clinching, and bolting processes, these individual
parts are assembled into a washing machine unit
and housing. In final assembly, these and other indi-
vidual parts are combined to form the finished wash-
ing machine.

The goal of the OPC UA integration was to modern-
ize and simplify data communication in production.
Today, OPC UA standards are implemented when
existing plants are remodeled; but new plants are al-
ready equipped with OPC UA from the factory.

CONVERSION TO OPC UA

IN JUST THREE WEEKS

The integration of the new communication level
could only take place during the three-week plant
vacation period, which meant the individual test se-
ries had to take place under real conditions of the
running press plant.

Within three weeks, the old system had to be dis-
mantled, the new communication levels, including
the OPC UA interfaces, had to be integrated, and the
upgrade of the existing machinery, with adapters,
had to be completed and tested.

“THERE WAS A PLAN-B,

BUT NO GOING BACK.”

Failure would have resulted in immense licensing
costs for previous software, as well as costs for re-
building and redundancies. There was a plan B, but
no going back.

“When production started, without errors on Monday
morning, we knew every stage of production had
been successfully converted to the OPC UA com-
munication standard,” explains Christian Stickling in
retrospect.

FUTURE-PROOF OPERATIONS

Christian asserts, “We now have a simpler and more
future-proof operation of production-related commu-
nications and have achieved monetary savings by
not having to purchase special software licenses.
This also results in faster troubleshooting, ensureing
smooth operations.”



@ BUHLER

% Microsoft

Connectivity is established
with the Buhler Insights
digitalization platform, based
on Microsoft Azure Industrial
loT.

From smooth cookie dough
to chocolate Easter bunnies:
to allow customers to shape
their chocolate products
individually, Buhler offers
customized forming and
molding solutions.

View complete version

»“HIDDEN GIANT” - BUHLER AUTOMATES
FOOD PRODUCTION WITH OPC UA«

65 Percent of all Wheat Flour is Milled on Biihler Machines

The Swiss machinery manufacturer Buhler plays a
crucial role in meeting the basic food and mobility
needs of two billion people. This is because a large
proportion of the machines used in food production
and die casting come from Buhler. The internation-
ally active, family-owned company, has over 17,000
employees at more than 140 locations worldwide.
Buhler has been gearing up for Industry 4.0 since
2014 with OPC UA and the automation solutions for
process and plant control ‘Pluto’ and ‘Mercury MES’
that are based on it. Connectivity is established with
the Buhler Insights digitalization platform. Major in-
dustrial customers have increased the efficiency of
their production and reduced energy waste and wa-
ter consumption with Bihler's OPC UA-based solu-
tions.

MACHINES FROM BUHLER

Buhler is the world’s leading producer of machinery
for the production of flour, rice, pasta, chocolate,
coffee and beer.

The largest business segment of Buhler Group,
Grains & Food, performed solidly in 2022, despite
disruptions to supply chains, and the grain and en-
ergy markets. Its order intake was CHF 1,663 million,

down 6.5 %, while turnover improved by 2.6 % to
CHF 1,696. Blhler Group’s net profit improved sig-
nificantly by 35.7 percent to 170 million US dollars
(previous year: 125 million US dollars).

SUSTAINABILITY THROUGH DIGITALIZATION
Buhler Group has committed to having solutions
ready to multiply by 2025 that reduce energy, waste,
and water by 50 % in the value chains of its custom-
ers. Connectivity in the plants, automation, and
smart control via Mercury MES (manufacturing exe-
cution system) software are the primary means to
achieve this, OPC UA playing a key role throughout
as a communications enabler.

OPC UA INTEGRATION

Blhler has developed standardizations based on
OPC UA that facilitate the onboarding of new equip-
ment. The “Die Casting” group is currently working
on a companion specification.

CURRENT STATUS

90 percent of all new installations and upgrades are
connected via OPC UA. “All the major hardware
manufacturers have already integrated OPC UA,” ex-




The first Mill E3 is located in
Yorkshire in the north of
England and is operated by
Whitworth Bros. Ltd, the
largest flour producer in the
UK.

An ideal type of mill.
The process steps are
assigned to the machines.
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plains Samuel Ochsner. “The PLCs already have
OPC UA integrated. This is why the effort to add a
new machine to the structure is comparatively small
today.”

KAGI IN SWITZERLAND

By linking and visualizing the data in BUhler Insights,
K&gi expects an increase of between five and eight
percent in overall equipment effectiveness.

SWISS CHOCOLATE WAFERS FROM KAGI

K&gi Séhne AG is a traditional company that has
been producing a wafer bar with chocolate coating,
the K&gi Fret, since 1934. In order to continue pro-
ducing high-quality bars under all conditions, the
management decided to make production data
measurable and, thus, optimize processes. In 2019,
Kagi and the Buhler service team conducted a per-
formance assessment workshop to find out how im-
provements could be made in the production pro-
cess.

Weighing Bagging
Dosing & Loading
Mixing

APPLICATION & TRAINING CENTERS

Budhler Group maintains a network of Application &
Training Centers (ATC) worldwide, where customers
can test new products or recipes in small batches or
receive further training. The ATCs are equipped with
state-of-the-art machines and are fully digitized. By
collecting test data, using the Buhler Insights plat-
form, and with the help of on-site analysis labs, the
Buhler team can plan and conduct tests together
with its customers in real time and adapt machines
Of Processes.

ATC IN BENGALURU, INDIA

At the Application & Training Center Bengaluru,
equipment is installed, among other things, for the
cleaning and color sorting of rice and the milling of
atta (wholemeal wheat flour). The processes that are
demonstrated and tested here can run automatical-
ly, semi-automatically and manually. Customers
coming with valuable commodities such as coffee,
pulses and spices can perform product tests to learn
about the process, technology and performance of
the machines under the guidance of experienced
technologists before making an investment decision.

INNOVATIVE SMART MILL IN THE UK -

MILL E3

The ‘Mill E3’ is an end-to-end digitized mill built from
prefabricated modules and commissioned in 2021.
At the heart of the Mill E3 are more than 15,000 data
points that collect information on all steps in the pro-
duction process. The name E3 refers to the three
advantages this new type of mill offers them in terms
of space requirements, installation time, and energy
savings.




OPC UA SOLUTIONS

Scatec

prediktor

Diverse pieces of equipment
are assembled in Scatec’s

solar fields. OPC UA creates
compatibility between them.

View complete version

»Norwegian companies Scatec succeed with
OPC UA in over 40 renewable energy assets«

Thomas Pettersen, Vice President Operations Management at Prediktor

SCATEC

OPERATING SOLAR FIELDS USING OPC UA
Headquartered in Oslo, Norway, Scatec is a leading
renewable energy solutions provider developing,
constructing, owning and operating large scale pho-
tovoltaic systems.

Currently, Scatec generates almost 3.5 GW in a
combination of solar, hydro and wind energy plants;
by 2025, Scatec aims to provide 15 GW in operation
or construction.

Diverse pieces of equipment are assembled in
Scatec’s solar fields. OPC UA creates compatibility
between them.

VENDOR LOCK-IN AVOIDED WITH OPC UA

Since OPC UA is an open interoperability standard
that is platform independent and does not use pro-
prietary formats, users need not worry about vendor
lock-in. OPC UA Information Models enable the con-
cept of ‘unification’. This allows taking a single infor-
mation element, for example, current real-time value,
and applying other information elements like alarm
conditions and historical trends to that single item,

using the same reference, even if they have different
sources. These make up the context of an object. In
this way, asset owners have a clearly defined inter-
face to all their technical assets independent of
whether the asset is delivered by vendor A or B.
Scatec asset owners can switch to other operating
systems or change individual protocols at certain
data points. The OPC UA-based plug-and-play solu-
tion still functions, independent of those changes.

ASSET MANAGEMENT AND OPC UA

Scatec cooperates with many suppliers and, as a
result, there are many different equipment types at
any one plant which were never meant to be oper-
ated in one system. All of these generate data: the
solar panels, the rack system that holds the panels,
and the trackers that change their exposition to the
sun; and associated inverters, batteries, charge con-
trollers and cabling. The digital surface created by
these individual assets is messy. Using Prediktor’s
OPC UA-based systems turns this messy scenario
into a plug-and-play setting whose information flows
can be interpreted conveniently.



-

The first solar project in

the African continent was
the Kalkbult solar plant in
South Africa: grid connected
in 2013, 141 GWh per

annum.

Maintenance workers at

the Agua Fria Solar Plant in
Honduras. Agua Fria was
connected to the grid in
2015 and produces 97 GWh
per year.

SOLAR ENERGY IN EMERGING MARKETS
Scatec assets are predominantly solar energy plants.
“The beauty of solar is that the resource is already
there, you just have to capture it”, says Terje Melaa,
Senior Vice President Engineering and Technology of
Scatec. “However. aggregating data from all the
equipment involved and analyzing it for asset control
and maintenance purposes is more complicated.”
Scatec is the largest provider of solar power in South
Africa. The first solar project on the African continent
was the Kalkbult solar plant in South Africa, which
was connected to the grid in 2013, having a nominal
capacity of 75 MW. Two solar plants followed in
2014, Linde with 40 MW and Dreunberg with 75
MW. The Upington solar plants, which were con-
nected to the grid in 2020, produce 650 GWh per
year and provide energy for 120,000 households.
The world’s fifth-largest solar park (as of 2022), Ben-
ban Solar Park, Egypt, produces approximately
930GWh of power per year. This equals the energy
consumption of 420,000 households. Visible from
space, the park covers an area of 37 km2.

OUTLOOK

Scatec has become a global player in renewable en-
ergy solutions across different technologies, with
several green hydrogen, wind power, hydropower
and flexible solar projects in the pipeline.

GREEN AMMONIA FACILITY IN EGYPT

Scatec has reached an understanding with the
Egyptian government and Egyptian organizations to
jointly develop a green ammonia facility with a pro-
duction capacity of one million tonnes annually and
with a potential for an expansion to three million
tonnes.

SOLAR FIELD IN LESOTHO

Scatec entered an agreement with the Lesotho Elec-
tricity Company and the Government of Lesotho to
build the first solar project in Lesotho of 20 MW.

PREDIKTOR AS SYSTEM INTEGRATOR

The Norwegian systems integrator Prediktor is a
leading provider of asset management and real-time
data management solutions to renewable- and en-
ergy asset owners. It is also a global technology
leader in OPC and OPC UA. Prediktor now focuses
on renewable energy asset owners. “In a solar plant,
you receive more than 100,000 data points every
second. If you don’t have a system that helps you
find out what you need to look into and assists in
data-driven decision making, then there’s no point in
collecting that much data.”

IT GATEWAY FOR INTEROPERABILITY

The mainstay of Prediktor’s service is enabling cus-
tomers to work with incompatible data sources gen-
erated by a range of different operational technology
(OT) within an established context. Prediktor aggre-
gates all asset data, standardizes it, and interprets it,
semantically, using Al algorithms. Semantic data is
data that is contextualized and expresses what it
means in human, rather than machine, language.
The asset owner can manage a large number of as-
sets in a convenient, flexible, and agile manner whilst
greatly reducing operational costs.

SCADA PROVIDES INTERFACES

TO OPERATE PLANTS

Prediktor supplies a Supervisory Control and Data
Acquisition (SCADA) system that is installed locally at
the site to provide operators with interfaces to oper-
ate the plant. It creates interoperability of diverse
equipment.
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OPC UA SOLUTIONS

Horizontal: OPC UA enables M2M and lloT

»Intelligent water management -
M2M interaction based on OPC UA«

Silvio Merz, Divisional Manager, Electrical/Process Technology

Joint Water and Wastewater Authority, Vogtland

If we regard some of the basic concepts of Industrie
4.0, such as platform and vendor-independent com-
munication, data security, standardization, decen-
tralized intelligence and engineering, then a technol-
ogy for M2M (Machine-to-Machine) or IoT (Internet of
Things) applications is already available in OPC UA.
OPC UA is used for direct M2M communication be-
tween plants for the intelligent networking of decen-
tralized, independently acting, very small embedded
controllers, i.e. around 300 potable water plants and
300 wastewater plants (pumping plants, water
works, elevated reservoirs, etc.) distributed over
about 1,400 km2:

Real objects (e.g. a pump) were modeled in the
IEC61131-3 PLC as complex objects with interactive
possibilities; thanks to the OPC UA server integrated
in the controller these objects are automatically avail-
able to the outside world as complex data structures
for semantic interoperability.

The result is decentralized intelligence that makes
decisions independently and transmits information to
its neighbors or queries statuses and process values
for its own process in order to ensure a trouble-free
process cycle.

With the standardized PLCopen function blocks the
devices independently initiate communication from

the PLC to other process devices as OPC UA
clients, whilst at the same time being able to respond
to their requests or to requests from higher-level
systems (SCADA, MES, ERP) as OPC UA servers.
The devices are connected by wireless router: a
physical interruption of the connection does not lead
to a loss of information, since information is auto-
matically buffered in the OPC UA server for a time
and can be retrieved as soon as the connection has
been restored — a very important property in which a
great deal of proprietary engineering effort was in-
vested beforehand. The authentication, signing and
encryption safety mechanisms integrated in OPC UA
were used in addition to a closed mobile radio group
to ensure the integrity of these partly sensitive data.

The vendor-independent interoperability standard
OPC UA opens up the possibility for us as end users
to subordinate the selection of a target platform for
the demanded technology in order to avoid the use
of proprietary products or products that don‘t meet
the requirements.

The replacement of a proprietary solution by a com-
bined OPC UA client/server solution, for example,
provided us with a saving on the initial licensing costs
of more than 90 % per device.
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AREVA

forward-looking energy

Scalability: OPC UA integrated in sensors

»The integration of OPC UA into our measuring
instruments provides our customers with

comprehensive, secured

Alexandre Felt, Project Manager at AREVA GmbH

communication«

SCALABILITY: AREVA BENEFITS

FROM SENSORS WITH INTEGRATED

OPC UA PROTOCOL

Comprehensive, end-to-end networking across all
levels represents a challenge to Industrie 4.0. As an
evolutionary step towards realization of the 4th in-
dustrial revolution and loT, companies can already
take a decisive step in the right direction with Em-
bedded OPC UA. AREVA recognized early on the
potential of OPC UA, in sensors and started integrat-
ing them into monitoring instruments (SIPLUG®) for
mountings and their associated electric drives. The
solution is used in the nuclear industry for monitoring
critical systems in remote environments, without
negatively affecting the availability of the system.
Before this, SIPLUG® utilized a proprietary data ex-
change protocol, just like most of the applications in
the nuclear energy sector — this meant however that
integration into existing facility infrastructures was
difficult, and the outlay for various aspects, such as
data buffering or data analyses, was always linked
with extra costs.

BENEFITS OF EMBEDDED OPC UA

From an end-user perspective, the native OPC UA
connectivity enables direct embedding of AREVA
products into the infrastructure, without the need for
any additional components: The solution allows the
reporting and trend monitoring system of AREVA to
access the SIPLUG® data directly. This means that
the need for additional drivers and infrastructures
can be dispensed with completely. What’s more, ad-
ditional values, such as pressure and temperature

-
-
-
-
-
-

With AREVA, OPC UA can be used to provide access to
SIPLUG® data within the upper levels of a company via an
open, international standard (IEC62541) — the challenge of
“end-to-end data availability“ has therefore been solved with
OPC UA.

values available at the factory level, can be utilized
easily in order to improve the precision of the data
evaluation.

With AREVA, OPC UA can be used to provide ac-
cess to SIPLUG® data within the upper levels of a
company via an open, international standard
(IEC62541) — the challenge of “end-to-end data
availability“ has therefore been solved with OPC UA.

SMALLEST DIMENSIONS -

INTEGRATED SECURITY

In addition to the reliability of the data, integrated se-
curity was also an important aspect for the utilization
of OPC UA. The minimal memory requirements,
which start at 240kB flash and 35kB RAM, can be
integrated into the smallest devices of AREVA.



OPC UA ensuring the availability in a tunnel project

SIEMENS

ETM professional control GmbH —

A Siemens Company

»Ensuring the availability in a project of this
enormous scale is an exciting challenge. ...«

Dipl.-Ing. Dr. techn. Bernhard Reichl, Managing Director ETM

“...due to the use of OPC UA as a standard in-
terface to the infrastructure subsystems we
can guarantee this.”

The Gotthard Base Tunnel in Switzerland is by his
opening in June, 2016 with 57 km the longest rail-
way tunnel of the world.

OPC UA was defined as the standardized interface
between the tunnel management system and the
electromechanical systems. Given the need to inte-
grate sixteen different facilities from different suppli-
ers, it was vital to use a platform-neutral, standard-
ized and uniform protocol.

The tunnel management system is responsible for en-
suring the remote control and monitoring of relevant
data points across the electromechanical systems.
Using the information being constantly supplied from
the infrastructure subsystems, encompassing power
supply, catenary system, ventilation and air condi-
tioning, lighting as well as operation and surveillance
of wide-ranging different doors and gates, a graphic
system overview is prepared.
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Beside the indication of the statuses of the various
electromechanical systems, also the locations of
trains within the Gotthard Base Tunnel alongside ad-
ditional information are displayed. All of these sys-
tems are managed by the overriding tunnel manage-
ment system on the basis of the SCADA system
SIMATIC WiInCC Open Architecture. The entire infra-
structure is displayed, monitored and operated at
two Tunnel Control Centers, one at the North and the
other at the South Portal.

REASONS FOR OPC UA IN THE GOTTHARD
BASE TUNNEL
— High availability of the communication
— Redundant configuration set up both for the
OPC UA client and server
— OPC UA Heartbeat used for monitoring the
connection in both directions
— Reliable data exchange
— Authentication and authorization both on the
server and the client side
— Security based on current standards (SSL/TLS
specification)
— Use of standardized X.509 certificates
— Same certificates also used in IT for safeguard-
ing the https connections
— Use of a standardized infrastructure (CA)
— Secured OPC UA due to encryption and a digi-
tal signature
— Simple configuration of the firewall (only one
port needed)
— High performance
— Several hundred thousand data points
— Use of the binary protocol (OPC UA Binary, UA
TCP)
— Binary protocol requires few overheads
— Consumes minimal resources
— Offers outstanding interoperability



Honeywell

Smart Metering: Consumption information from the meter right up to IT accounting systems

»Safe and flexible:

Meter data collection with OPC UA«

Carsten Lorenz, Head of Product Management, Low Pressure Gas Metering & AMR/ AMI, Honeywell

“A safe and reliable communication protocol plays
an important role in smart metering”, says Carsten
Lorenz, AMR (Automatic Meter Reading) Manager at
Honeywell, a leading supplier of smart meter prod-
ucts for gas, water and electricity. Our UMI (Universal
Metering Interface) protocol ensures optimum ener-
gy efficiency and long battery life in networks.

At Honeywell, we offer a software with OPC UA inter-
face for our own systems as well as other head-end
systems, since many systems used by supply com-
panies already support this established standard.
Integrated encryption of sensitive meter data is an
important argument for OPC UA".

Security and encryption of personal data is a MUST
when Smart Metering is introduced. This means:
Corresponding security concepts have to be intro-
duced together with Smart Metering in existing and
new systems. They have to take account of new pro-
cesses such as exchange of encryption mechanisms
between manufacturers and energy suppliers.

Metering Application Data Collection Engine
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Communication protocols are transferred in encrypt-
ed form with respect to gas meters. This means:
Personal data and critical commands, such as clos-
ing and opening of a valve integrated in the meter,
are not visible for third parties and cannot be inter-
cepted or simulated.

The communication protocols support both asym-
metric and symmetric state-of-the-art encryption
methods, such as the Advanced Encryption Stan-
dard (AES). AES encryption is approved in the United
States for government documents with maximum
security classification.

Smart Metering is the precursor for the energy in-
frastructure of the future. Transparent online display
of consumption data offers customers the option to
optimize their energy consumption and utilize flexible
tariffs based on their device and energy mix.

Meter Data Management System
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Vertical: OPC UA from production right into SAP

»Seamless MES integration of systems with
OPC UA simplifies shop floor programmingg«

Riidiger Fritz, Director Product Management, SAP Plant Connectivity (PCo), SAP

Member OPC Foundation Marketing Control Board

The product itself determines the way it should be
produced. Ideally this enables flexible production wi-
thout the need for manual setting up. Elster has suc-
cessfully implemented this Industrie 4.0 concept in
productive assembly lines.

A key factor is the seamless integration between
shop floor, MES and ERP based on OPC UA. At
each step the product is identified through its unique
shopfloor control number (SFC). OPC UA enables
the plant control system to be coupled directly with
the MES system, so that flexible procedures and in-
dividual quality checks can be realized in one-piece
flow mode. Without any additional effort, PLC varia-
bles are published as OPC tags, and simply mapped
to the MES interface. This enables fast and consis-

status “released” or “scrap” ...

- Validate resource: status “available” or “unscheduled down” ...

|:— Validate SFC: determine next operation,
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SFC and
machine

| kay |
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tent data transfer, even for complex structures. The
MES system receives the QM specifications via or-
ders from the ERP and reports the finished products
back to the ERP. In future, intelligent products with
their own data storage will offer the prospect of ex-
changing much more than just a shopfloor control
number with the plant. It is conceivable to load e.g.
work schedules, parameters and quality limits onto
the product, in order to enable autonomous and in-
dividualized production.

Vertical integration is therefore not a one-way street,
but a closed loop. One important aspect in the In-
dustrie 4.0 has already been settled in practice: The
communication between product and plant will take
place via OPC UA.
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a5 Microsoft

B8 Microsoft Azure

OPC UA for loT to the cloud and back

»OPC UA is the established, worldwide data
modeling standard for Industrial loT«

Erich Barnstedt, Chief Architect Standards, Consortia & Industrial IoT, Azure Edge + Platform

OPC UA is an essential foundation for the conver-
gence of OT and IT, providing the most popular open
and standardized data modeling for industrial equip-
ment. From an IT perspective, OPC UA is the pro-
gramming interface of the connected plant and the
connected factory and a critical enabler for Industrial
Internet of Things (lloT) applications.

OPC UA also serves as a gateway technology to se-
curely cloud-enable industrial equipment, enabling
data and device management, insights, and ma-
chine learning capabilities for equipment that was
not designed to have these capabilities built-in. The
cloud enables globally available, industry-specific
Software as a Service (SaaS) solutions that are cost-
prohibitive to stand up for each industrial facility on
its own.

Azure Industrial loT Cloud Platform
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OPC UA PubSub
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Azure loT Hub

On-Premises: Machine Interoperability

ettt maperied Micro-Services: OPC Twin, OPC Vault QPCUA

Connected Factory Solution Accelerator:

(1SON over AMQP/MATT) OEE, KPls calculation

Alarms, Events & Telemetry based on OPC UA Information Model
Cloud-based Device Management

(SON over AMQB/MQTT)
Hot Path Analytics:
Azure Stream Analytics, Azure Time Series Insights, .

Cold Path Analytics, ML, Functions & Storage:
Azure Machine Learning, Azure Data Lake, Azure CosmosDB Graph,

Azure Cloud: Data Ingestion & Processing, Command &

As OPC UA is communication-protocol-indepen-
dent, additional mappings to established communi-
cation protocol standards needed to be added to the
specification for OPC UA PubSub, namely UDP for
field level communication and AMQP and MQTT for
cloud communication. First adopted by Microsoft in
2015, OPC UA PubSub over MQTT is the most
widely used, standardized communication technolo-
gy for Industrial loT solutions today.

As customers and partners collaborate to modernize
their plants and factories, OPC UA is enabling digital
transformation simply and easily. Microsoft’s leading
support of OPC UA will reduce barriers to loT adop-
tion and help deliver immediate value.
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