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The need to safeguard and guarantee the
consistency, completeness and accuracy of
data throughout its lifecycle is central to the
concept of maintaining data integrity. Ulti-
mately, lab-based operations must ensure
that raw and derived data cannot be mani-
pulated or changed, and that all data gene-
rated by an experiment or workflow are fully
traceable. The ALCOA+ acronym — summa-
rises the major assurances that must be in
place, i.e. that data should be attributable, le-
gible, contemporaneous, original, accurate,
complete, consistent, enduring and available.

DATA INTEGRITY IMPERATIVES

These key principles for data integrity apply
to any information- or results-driven orga-
nization, to support product development,
quality and consistency. And for labs and
businesses in pharma and other regulated
sectors, the ability to demonstrate data in-
tegrity is crucial at every stage of product
development and manufacturing. The po-
tential for accidental or intentional data al-
teration, omission, and even the simplest of
errors, could ultimately impact on product
and patient safety. And when data integrity
issues are flagged at a regulatory audit, hef-
ty fines, site shutdown, and even lawsuits,
may ensue. It's a growing concern. A signi-
ficant proportion of the increasing number
of FDA warning letters! issued year on year
highlight data integrity violations or insuf-
ficiencies.

Regulators, including FDA, the UK's MHRA,
and EMA have put in place their own recom-
mendations and guidelines for safeguar-
ding data integrity?*4 As MHRA points out
in its guidance, “The main purpose of the
regulatory requirements remains the same,
i.e. having confidence in the quality and the
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integrity of the data generated (to ensure
patient safety and quality of products) and
being able to reconstruct activities.”

At first sight, it might seem that data integ-
rity would be primarily a concern for paper-
based, manually documented processes, but
laboratory digitalisation and automation are
not guaranteed solutions. Digital systems
may be just as vulnerable to data integrity
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And labs will likely present with both digital,
and paper-based vulnerabilities. “The lab will
typically have a LIMS, and a range of instru-
ments, but then there is likely to be a lot of
paper in between, so much work still has to
be done manually,” explained Christophe Gi-
rardey, CSV & QA at Wega Informatik, which
specialises in IT and informatics solutions
for the lab, R&D, and clinical development
sectors. "And, of course, that represents an

ol

(( USE ANY PAPER-BASED PROCESS AND THERE IS ALWAYS THE POSSI-

BILITY THAT SOME OF YOUR DATA GETS METAPHORICALLY OR LITERALLY

THROWN IN THE WASTE PAPER BASKET. })

breaches if there is inadequate validation of
controls or, for example, there is the poten-
tial for users to manipulate data, record ma-
nually into the system or transfer unsecured
files, and/or there is a lack of traceability and
accountability and audit.
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immediate issue when considering multiple
ALCOA+ principles, from data attributability
and traceability, to legibility, which also lead
to potential data inconsistency, and incom-
pleteness.” Use any paper-based process and
there is always the possibility that some of

www sila-standard.org



SilA ANALYZED

your data gets metaphorically or literally
thrown in the waste paper basket, Girardey
indicated.

The situation is compounded by the inevi-
tability that today's labs will house many
different hardware and software systems
that need to be integrated to communicate
instructions, data and results, potentially in
multiple directions, both within and out of
thelab, so that the data flows through nume-
rous platforms.

ERROR-PRONE MECHANISMS

"Historically, instrument integration and data
transfer was based on file exchange,” pointed
out Burkhard Schaefer, cofounder of Splash-
lake, provider of standards-based data in-
tegration, head of partner management at
the non-profit SiLA (Standardization in Lab
Automation) consortium. The process might
go something like this. “There would be a to
do list that a master system - say LIMS, or
ELN - would drop into a folder, the instru-
ment monitoring the folder pick up the
file, execute the sequence, and the results
file generated would get dropped after the
run is over, and picked up and distributed
by the LIMS." However, Schaefer suggested,
this mechanism is “error prone, can be ma-
nipulated, and is incomplete.”

In fact, whenever there is a physical file,
there are immediate potential data integrity
issues around folder and file protection, be-
cause someone will, ultimately, need to re-
trieve and read that file, indicated Girardey.
“So while you need to have clear permissi-
on rules, you also have to consider scena-
rios such as one person trying to grab the
file while someone else is writing it. There
is conflict here as well. It's a really unstable
process.”

Ideally, seamless instrument and software
connectivity would be based on a fileless
communication channel, to provide robust-
ness and reproducibility to the workflow.
"Errors, missing data and disruptions can
then easily be detected, identified and re-
ported,” Schaefer added. “Fileless commu-
nication means that data cannot be mani-
pulated, because it never touches the disk
when in transit. And if your expected data
doesn't arrive, you can track back and ask
how and where the process has stalled.”
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€({ FILELESS COMMUNICATION MEANS THAT DATA CANNOT BE MANI-

PULATED, BECAUSE IT NEVER TOUCHES THE DISK WHEN IN TRANSIT. }

ACHIEVING SEAMLESS CONNECTIVITY
SiLA has been developed as a communica-
tion standard that could help to realise the
goal of seamless lab- and enterprise-scale
software and instrument connectivity and
integration, supporting that assurance of
data integrity through fileless communica-
tion to remove the potential for data errors
and manipulation. “Fileless communication
using SiLA means that, with no files on the
disk, there is no opportunity for manipula-
tion, loss, or mistakes,” Schaefer stated.

Fileless communication between platforms
also saves considerable time for personnel.
For example, while regulations require that
manual in a results transfer, for example,
must be double checked by a second person,
“a fileless system that offers no opportunity
for manipulation of data could allow you to
reduce oversight to either spot checks, or
potentially eliminate these extra checks al-
together,” Schaefer noted. “This not only in-
creases compliance, it also reduces the time
to results, and allows better use of the scien-
tist's time. And this time-saving across the
board can really speed time to return on in-
vestment.”
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SUPPORTING SILA AND ANIML

Set up an integrated hardware and software
infrastructure that supports both SiLA as
the communication standard, and AnIML
— Analytical Information Markup Language
(AnIML) - as the data standard, and you then
have “security in the accuracy, traceabili-
ty and integrity of your key raw and results
data,” Schaefer noted. Labs supported by
both SiLA and AnIML then have immediate
access to a full suite of metadata, including
methodology and associated information
on the experiment or workflow. “So in ad-
dition to securing data integrity, we can de-
monstrate that SOPs were followed, that the
correct instrument settings were applied,
that the operator or scientist carrying out the
work was authorized and qualified for the
task and appropriately trained at that time,
and that the instrument used was adequately
serviced/maintained, qualified and properly
calibrated. And we can also confirm that the
entire workflow, or experiment, was runin a
qualified software environment.”
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ENTIRE CHAIN OF TRUST

Results data derived from raw data is digi-
tally signed, and assigned to the correct test
or experiment protocol and samples in the
LIMS system. “The digital signature effecti-
vely proves that data has not been manipu-
lated since it left the instrument,” Schaefer
said. “So you have this entire chain of trust
that extends from the instrument.” This me-
ans that while raw data may not be reported
directly, it can be used to substantiate the
results package that is sent forwards. When
AnIML is supported, the data package that

comes from an instrument is in a format
that is suitable for long-term archiving, and
is in human readable format, which remo-
ves the potential dependency on additional
software that may become outdated. “This
then allows you to make secondary usage
of data, given that the data is easy to consu-
me, and can be used downstream” Schaefer
continued. “You have a bridge across which
you can go back and forth, and which is se-
cure, and trustworthy.”

The SiLA (Stadardization in Lab Automation) organization’s vision is to develop
the tools that drive laboratory interoperability, flexibility and resource optimiza-
tion for instrument integration and software services.

SiLA's mission is to future-proof laboratory and instrument harmonization, through

the development and adoption of future-proofed, standardized communication pro-

tocols and content specifications, which enable open, plug-and-play connectivity for

the lab.

Services that support SiLA 2 all communicate using the same open protocol that is

built on cutting-edge web technologies, and which doesn't require complex configu-

ration or customization.

The royalty-free SiLA 2 standard offers a framework for the secure, traceable exchange,

integration, sharing and retrieval of electronic laboratory information. SiLA 2 allows

users to discover and interact with different services in the lab. These services may be

instruments or other systems.

SiLA 2 specifies interoperability schemes that allow laboratory devices and services to

communicate with each other. SiLA 2 is founded on HTTP/2, an Internet Engineering

Taskforce (IETF) standard, as a fundamental layer that represents device behaviour.

Based on proven Internet-of-Things (IoT) / Lab-of-Things standards, SiLA 2 is a con-

figurable protocol that is easy to implement, and offers a service-oriented, modular

architecture focused on features and services — not on devices.

User friendly, and simple to understand, SiLA 2 is founded on the premise of easy

accessibility for all end users, from software programmers to scientists. There is no

barrier to adoption, whether the lab is a small, standalone site operating in a niche

space, or operates in an environment that is part of a large multinational, or SME.

While SiLA provides web service-based communication standards for interfacing

with instruments, AnIML (Analytical Information Markup Language) specifies an

open XML-based standard data format for managing, and communicating analytical

data. AnIML provides the data format to plan and document lab experiments.

The partnership between SiLA and AnIML is pioneering a new ecosystem that will

enable end-to-end integration of instrument control, data capture, seamless connec-

tivity through laboratory information management system (LIMS) and electronic labo-

ratory notebook (ELN) platforms that orchestrate and underpin laboratory operations.

For further information, please go to www.sila-standard.org
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On top of supporting data integrity impera-
tives, the SiLA and AnIML standards support
data security. SiLA employs transport-layer
security (TLS) out of the box, and supports
certificate-based authentication. "An instru-
ment will recognise communication by an
authorized client (software), and will not ac-
cept commands from unauthorized parties,”
Schaefer commented. "Similarly, the control
software, which might be a LIMS, can po-
sitively identify an instrument, which then
prevents "“man in the middle” attacks, where
someone tries to usurp the place of the vali-
dated instrument.”

MODULAR VALIDATION

Importantly for data integrity, SiLA offers a
modular validation strategy. “Each instru-
ment, and more precisely, the SiLA interface,
can be revalidated separately. By validating it,
we confirm that the instrument follows the
interface contract. So it does what it's suppo-
sed to when you call up its functions. We can
then consider that the instrument SiLA ser-
vice is reliable.” That same process is carried
out for every instrument separately and inde-
pendently, and also for every client. “So those
are LIMS, the ELNS, the scheduling software,
etc.,” Schaefer explained. "I can demonstrate
for each that it properly implements the stan-
dard and can handle the results that come
back, and so on ... Adding a new instrument
system effectively won't change the valida-
tion status of existing systems, which makes
the whole environment easily scalable, even
in a regulated sector.”

ADDRESSING A KEY CHALLENGE

As Girardey added, "This is a major bene-
fit of using a standard such as SiLA, as you
don't need to revalidate each time you inter-
face a new instrument with your LIMS, or
even just upgrade your firmware. A typical
challenge for labs is that each time they up-
grade an instrument they need to consider
validation, but using SiLA the process beco-
mes more modular, so you can ensure that
if you have several devices of the same type,
you only need to test once, and then assume
that the others work well. It's the same on
the LIMS side, if you have the standard im-
plemented, there is no real impact of adding
additional instruments.”

The benefits of supporting SiLA as a stan-
dard are evident for stakeholders including

nvww.sila-standard.org
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€{ As SOON AS YOU ADD STANDARDISATION, YOU HAVE ON THE ONE HAND, REDUCED PROGRAMMING
TIME AND INTEGRATION EFFORT, BUT ALSO, AUTOMATIC SUPPORT FOR DATA INTEGRITY OBLIGATIONS. »}

those who control the budgets, Girardey
suggested. “Traditionally, integrating new
instruments into an environment is costly.
Each time this has to be done, there may be
a lot of manual programming, a lot of vali-
dation effort. But as soon as you add stan-
dardisation, you have on the one hand re-
duced programming time and integration
effort, but also, automatic support for data
integrity obligations.”

In fact, supporting standards represents a
win-win situation for every stakeholder in
the lab, Girardey continued. “Lab managers
can evidence how using standards to faci-
litate instrument and software integration
saves time, by removing both the need for
manual data input or transfer, and the requi-
rement to have four-eyes on results transfer,
which effectively saves on resources. The
scientists are happy because they can then
spend more time doing their science, rather
than spending a large proportion of their
time on documentation, or activity review.
Quality managers are then also more con-
fident of their processes as data is traceable,
and can't be manipulated.”
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SiLA encourages membership, and
different membership categories are
available. Our thousands of members
all have a voice through the SiLA stan-
dard working groups, so that they can
be actively involved in helping to de-
velop and refine the next generation
of lab automation standards. And of
course, members have access to all
SiLA resources and a global commu-
nity for networking, partnership and
business.
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